Configuring Your Network’s Security

Security is an important issue when using a wireless home network. Because radio waves are used
to transfer information between your networked computers, it's possible for hackers to intercept this
information. Taking advantage of the security features built into your Actiontec router can make it
more difficult for hackers to access your personal information.

Your Actiontec M1424WR router comes with an assigned ESSID and WEP encryption key to make
installation easier and provide immediate protection for your home network. Review the type of data
stored on your network computers to determine the level of protection you need. Regardless of the
level of security protection you choose, it's very important to periodically change your security
settings. It should be considered a normal maintenance task.

Note: The Actiontec security screens and prompts may vary slightly from the directions below,
depending on when you purchased your Actiontec router and the version of the firmware loaded on it.

To update your Actiontec security settings to provide increased protection:
1. Open your Web browser and enter http://192.168.1.1 in the Address field.

‘A Microsoft Internet Explorer provided by Verizon Online
File Edit VYiew Favawites Tools Help

QBack A (=] _:': a2 Search Faworites &£ I ' = ﬁ

hittp: 192, 168.1.1

Address

2. Enter your user name and password and click Ok.

Actiontec®

Lngin
User
Mame;
Password:

o Enter the user name and password that were entered during the initial setup of your FiOS
hardware.

e If you don't know the user name and password, you will need to reset your Actiontec
router to the factory default values.
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3. Click the Wireless Setup icon at the top of the screen.

Ea—ial -, -
[ ,.-ﬁ ﬁ { =
led & = § 1 | e [
L L I:' i
Hetwork Security Parental  Quality of Adwvanced System
Canneclions Cantral S@rvice Maniloring

4. Confirm that Enable wireless is selected.

Wireless Setup

( Enable ireless )

Status: Connected

SEID (Service Set Identifier is the
name designated far a specific wireless  |[18THY
netwark]:

SSID Broadeast
802.11 Maode: Mizced b

Channel; 11 - 2462GHT

Encryption - WEP (Default WEP key

to use, 40 BIT, 10 hexadecimal digits): LzEelE

Advanced

5. If you are creating a new home network, it's recommended that you use the default SSID
assigned by Actiontec and displayed in the SSID field. This simplifies network installation and
makes troubleshooting easier.

e The default SSID is displayed on the label attached to the bottom of your router for easy
reference.

e All hardware attached to your home network must use the same SSID.

If you're replacing the router on an established home network, you may want to change the
default SSID to that of your previous network. This eliminates the need to change the SSID
on all the wireless network adapters used to connect additional computers.

e If you change the SSID, it's important that you write it down for future reference. All
hardware connected to your home network must use the same SSID.
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Wireless Setup

[#] Enable Wireless

Status: Connected

ZEID (Service Set Identifier is the
name designated for a specific wireless (HomeNet

network]:

SSID Broadcast
802.11 Mode: Mizecd v

Channel; 11 - 2462GHT

Encryptiaon - WEP (Default WEP key

to use, 40 BIT, 10 hexadecimal digits): SLEEeNET

Advanced

6. For greater security, make sure the Broadcast SSID box is not checked.

wWireless Setup

Enable Wireless

Status: Connected

SEID (Service Set Identifier is the
name designated far a specific wirelezs | HomeRat
network]:

(|:| S510 Brnadcast)

g0z2.11 Maode; hdized w

Channel: 11 - 2462GHz

Encryption - WEP (Default WEP key
to use, 40 BIT, 10 hexadecimal digits): LAzEel

m Cance Advanced

e |f this box is selected, anyone within range of your network will be able to "see" your

network in the list of available wireless networks.
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Metwork Tasks

& Refresh network fist

< Sat up & wirelsss netwark
for a home ar small office

Related Tasks

A Learn abouk wireless
networking

Change the order of
praferred nebwarks

4 Change advanced
sattings

"1 Wireless Network Connection 5

Choose a wireless network
Chek an ibem in the kst below bo connect bo & wireless netwark in range or bo get mare
% linksys Connected 17|
=
_$ Unsacured compuber-to-computes netwark lll“ |
ﬁ H HomalMNet Bk ook !T‘:?
? ' Security-enabled wirelass network alll |
OUTER LIMITS Automatic
(T} |
' Seourity-snabled winsless network

Cwhw

(trln}
(ur}
@g,

default

Ureacured wirslezs natwork
hpsetup

'\ Security-enabled wireless network

-@ ' Sacurity-enabled wireless natwork

aallll |
|
will I
|
aalll) |

o Ifitis not checked, your network is invisible to the casual user.

7. Select the appropriate mode from the 802.11 Mode drop-down to indicate the type of

hardware you're using.

Status:

netwark]:

802,11 Mode;

Channel;

SEID (Service Set Identifier is the
nare designated for a specific wirelass

Encryption - WEP (Default WEP key
to use, 40 BIT, 10 heradecimal digits):

Wireless Setup

Enable Wireless

Connected

| Hernehet

[[]=5ID Broadecast

(| mized

),

11 - 2462GHz v |

QFB3C01331

advanced

e If all of your hardware is 802.11g, select 802.11g Only
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o If all of your hardware is 802.11b, select 802.11b Only

e If you have some hardware that is 802.11g and some that is 802.11b, select Mixed

8. Leave the Channel setto 11 -2.462 GHz

9. If you are creating a new home network, it's recommended that you use the default WEP
64/40 bit encryption assigned by Actiontec and displayed in the Encryption — WEP field. This
simplifies network installation and makes troubleshooting easier.

e The default WEP encryption key is displayed on the label attached to the bottom of your
router for easy reference.

o All hardware attached to your home network must use the same WEP key.

If you're replacing the router on an established home network, you may want to change the
default WEP to that of your previous network. This eliminates the need to change the WEP
key on all the wireless network adapters used to connect additional computers.

¢ Note: The WEP encryption key should be entered with hexadecimal characters (0-9 and
A-F). 40/64-bit WEP encryption requires that you enter 10 characters. For example, a
WEP key in hexadecimal format could be 45B89CA71DF.

o If you change the WEP key, it's important that you write it down for future reference. All
hardware connected to your home network must use the same WEP key.

Wireless Setup

[+]Enable wireless

Status: Caonnected

SEID (Service Set Identifier is the
name designated far a specific wireless | HomeMeat
netwark]:

[]551D Broadcast
§02.11 Mode: hofizcecd A

Channel: 11 - 2462GHz »

Encryption - WEP (Default WER key -
to uze, 40 BIT, 10 hexadecimal digits]: gEESCOE

m Cance Advanced

10. You can provide additional security for you network by clicking Advanced to access the
advanced wireless settings.

11. If you aren't going to use the additional security features, you can continue with Step 5.
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Supporting Documents

Resetting the user name and password to the default values

If you don't know the user name and password that were defined when your FiOS account was
installed, you can reset them to the default values and then enter a new user name and password.

To reset your Actiontec router:

1. With the power on (Power LED on front panel should be lit green), use the pointed end of a
paper clip to press and hold the Reset button for 10 seconds.

2. Release the Reset button. The Actiontec router will automatically reboot itself.
3. Wait 15 seconds before resuming setup.

4. Open your Web browser and enter http://192.168.1.1 in the Address field.

A Microsoft Internet Explorer provided by Verizon Online

File Edt View Favorites Tools Help

@ Back = X @ @ O search Favorites 42 * im |B - I

Address | htpf192,168.1.1

5. Enter admin in the User Name field and password in the Password field. These are the
default values. A new screen will display, and you will be required to enter a new user name
and password.
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Actiortec®

Login Setup

e now require you to change your default logig User
Mame and Passwaord. Please select a new login“User
MName and Password and type it into the appropriate

fields below, then click OK,

User

HName: =

MNew
Password:

Retype
Hew
Password:

6. Enter a new user name in the User Name field.

7. Enter a password that contains at least six characters. Your password must contain a
combination of numbers and letters.

Aetiortec”

Login Setup

Please configure fctiontec Homs Router's username and password:

User Mams: adeiry

New Fassword: LI ITIT T

Retype Mow Passward: |
S

8. Enter your password a second time to confirm it was entered correctly.

9. Return to the login instructions.
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Advanced Security Settings

Although disabling the SSID broadcast and setting up WEP encryption on the initial Wireless Setup
screen provides some security for your network, you can add a second level of protection by using
the advanced features of your Actiontec router.

e MAC filtering increases your network security as you create a list of computers that can
access your network. All other computers are denied access.

¢ Increasing the WEP encryption level to 128/104 bit encryption makes it harder for
hackers to break into your home network.

Note: Change only the MAC filtering and WEP encryption settings on this page unless you are
experienced in configuring networks.
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You can use MAC filtering to help control who can connect to your wireless network by specifying the
computers that are allowed to connect to your network. You will enter the MAC Address (also called
the Physical Address) of each computer you are permitting to connect to your home network.
Computers that are not included in your list are denied access.

1. Go to the "Wireless Access Point" section of the screen.

Wireless Access Point

SEID (Service Set Identifier
iz the name designated for a
specific wireless network]:

[ ]55ID Broadcast
g02.11 Mode:

Channel:

Metwork authentication:

M&C Filtering Mode:

MAC Filtering Settings

HaomeMet

Mixed b d

11 - 2462GHz

Shared Key Authertication
Dizahle

Mew MALC Address

2. Verify that the settings you entered on the initial wireless settings page are displayed

correctly.

e The new SSID you entered is displayed in the SSID field.

e The SSID Broadcast checkbox is not checked.

e The correct mode is displayed in the 802.11 Mode field.

e The Channel field is set to 11 - 2.462 GHz.

3. Change the Network Authentication field to Shared Key Authentication.

Wireless Access Point
SEID (Service Set Identifier
iz the name designated for a

specific wireless network):

[]S=ID Broadcast
802,11 Mode:

Channel;

Hormeret

hized w

(11 -2 462GHz |~

E‘-Jetwu:urk suthentication:

Shared Key Authertication

MA&C Filtering Mode:

MAC Filtering Settings

Dizable

Mew MAC Address
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4. Change the MAC filtering Mode field to Allow. Only the computers that you specify will be
allowed to connect to your home network.

Wireless Access Point

SEZID (Service Set Identifier
izthe name designatad for a HomeMet
specific wireless network):

[]ssID Broadcast

802,11 Mode: Mizxed b

Channel: 11 - 2462GHz | »

Metwark Authentication: Shared Key Authertication
E’IAC Filtering Mode: Allowy W ]

MAL Filtering Settings New MAC Address

5. Click New MAC address to access the MAC Filtering Settings screen.

MAC Filtering Settings

MaC

Address: 15 ;03 ;| EC ;| . BE

6. Enter the MAC address of the first computer you are allowing to access your home network
and click OK. Each time you enter a new MAC address, the new entry displays under "MAC
Filtering Settings."

MAC Filtering Settings

MAC Address Action
00:15:05:ec:01:b6
New MAC Address &

e |If you don't know the MAC address of the computers on your home network, you can use
the command prompt in your Windows operating system to find it.

O  Windows XP or 2000

7. Enter the MAC address of each computer you are allowing to access your network.

Note: If you add computers to your home network at a later date, you must return to this
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screen to add the MAC address of the new computers. Otherwise, they won't be able to
access your home network.

8. Return to the Advanced Security section.
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Finding Your MAC Address in Windows 2000 or XP

1. Click Start in the lower left taskbar.
2. Select Run from the Start menu.

3. Enter Cmd in the Open field of the Run window.

Run @

- Tvpe the name of a program, Folder, document, ar
= Internet resource, and \Windows will open it for waou.

Cpen: | cmd w

[ Ok ][ Cancel ] [ Browse...

4. Enter ipconfig/all

e C:AWINDOWS\system32\cmd.exe

Microzoft Windows AP [Version 5.1.26881
CC» Copyright 19785-2001 Microsoft Corp.

C:“Documents and Settings“ELPetersendipconfig-all

5. Write down the Physical Address. This is another name for the MAC address. It should be 12
characters separated by hyphens. You will enter this MAC address without the hyphens when
you set up the MAC address filtering.
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e C:AWINDOWS\system32\cmd . exe B EJ

IP Conf iguration

Host Mame . . . . . - Dad’s desktop
Primary Dns Suffix =

Mode Type . . . . . . .

IP Routing Enabled. . . . Ho

WINS P y Enabhled. . . . Ho

DHE Su ¢ Search List. ! werizon.net

Ethernet adapter Local Area Connection:

ction—specific DHE Su verizon.net
cription . . & & - Intel{R> FRO/1BB8 NI

t Gateway .
Erver .
sErvers

Primary WIHS Server .
Secondary WINE Server . £
2B8 .5 = I

199.188.2.3 kut]

6. Enter exit to close the Command window.

AWINDOWS\system 3 2\cmd. exe

Ethernet adapter Local Area Connection:

verizon.net
Intel(R> PRO-18868

B8—-6Y-E?-4D—4n—-85
Yes

Yes

192 _84_163.182
255.255.255.0
192_84.163.254
122 .84.163.2683
192_84_163.2082
122 .84.163.2683
192_84_163.2082
122.84.163.2683
288 .52_213.154
129.186.2.3

Connection—specific DMS Suffix
Description - - - - &« & & = = =

Physical Address
Dhcp Enabled. .
Autoconf iguratio
IP Address. . .
Subnet Mask . .
Default Gateway
DHCP Server . .
DNS Servers . .

LI T T B R v [T |

LI T T R T =TI I |
[=g

LI I R B B N B |
o

LI T T B N = P R |

Primary WINS Server .
Secondary WINS Server

C:~Documents and Sett ings\ELPetersen

7. Return to MAC Filtering.
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Increasing WEP Encryption

Although increasing the level of WEP encryption can slow network data transmission rates, you may
want to increase your security by using 104/128-bit WEP encryption.

1. Confirm that the Wireless Security Enabled check box is selected.

2. Go to the "Wireless Security Section" at the bottom of the "Configure LAN Wireless 802.11g
Access Point" screen.

Wireless Security Enabled
Stations Security Type: ' Mon-802.1 KUEP:'
Active Encryption Key Entry Method KEey Length
@ 1 OFB3CON 531 [Hex [w] ET
€2 [Hex |w] (Gamobt v
@) o [Hex [v] (640 bt v ]
O 4 |Hex [w] (G4uobt v
Internet Connection Firewall [C1Enabled
Additional IP Addresses Hew IP Address

3. Select the circle next to the "2" to activate key 2.

Wireless Security Enabled
Stations Security Type: ' Mon-802.1 ‘K."ﬂiEF':l
Active Encryption Key Entry Method Key Length
®) il OFBIACON 531 [Hex |w] ETae
® 2 [Hex [v] (640 bt | w]
@) [Hex (v G4m0kt |
O 4 [Hex [w] 640kt v
Internet Connection Firewall [(1Enabled
Additional IP Addresses Mew IP Address

¢ Note: Entering the new WEP encryption information in key 2, makes it easy to return to
the default WEP key, if you choose. All you have to do is select the circle by key 1 to
return to the default.

4, Select Hex or ASCII in the "Entry Method" column to indicate what format you are using for
the encryption key.
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Stations Securty Type:

Active Encryption Key

O 2 DFB3CO 53
@)

O 4
Internet Connection Firewall

Additional IP Addresses

5. Select 128/104 bit in "Key Length" column.

Wireless Security

Stations Security Type:

Active Encryption Key

e il OFE3C01S3
@ 2
@ &)
[

Internet Connection Firewall

Additional IP Addresses

Enabled
Nor-8021XWEP (]

Entry Method

[Hex_[v]
[Hex_[v]
[Hex_[v]
[Hex_[v]

[C1Enabled

Mew I[P Address

Enabled

[Non-602.1% WeP ||

Entry Method

v [v]
o 9]
v (V]
v V]

[JEnabled

MNew IP Address

Verizon Online

Key Length
\sanobt v

[camomE
[4i0bt ||

6440 hit ﬂ

Bas0bt v

Key Length

(6aunbt ||
(128004 b ||
(Bauobr v
(6anuobe  [v]

6. Enter the new WEP encryption key in the Encryption Key field of key 2.

Wireless Security

Stations Security Type:

Active Encryption Key
(= OFB3ZIDETS

T"_, 2 (EFEE&CJEZHDdEE-EEBDEE‘-dECH)
L) 3

O 4

Internet Connection Firewall

Additional IP Addresses

|+] Enabled

Non-BO2.1X WEP v |

Entry Method

v o]
Hex ||

=

[<]

Hex

[JEnabled

New IP Address

Key Length

B4MObE | v]

128104 bt |

| %

Banobe | v

pasobn  |v

e If you're entering the key in Hex format, the encryption key must have 24 characters. The

characters can include the numbers 1-9 and the letters A-F.

Configuring Your Network’s Security
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o If you're entering the key in ASCII format, the encryption key must have 24 characters
and is limited to numeric characters.

7. Return to the Advanced Security section.

16 Configuring Your Network’s Security



